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1 OcHOBHBIE TEPMHUHBI U ONPe/ICICHUS

B HacTosIIeM TOKyMEHTE HCIIONB3YIOTCS CIAEAYIOIINE TEPMUHBI H UX ONPENeTCHUS.

ABTOMATH3HPOBAHHASI CHCTEMA — CHCTEMA, COCTOSIAsl M3 IEePCOHA]a U KOMIUIEKCA CPENCTB
aBTOMATH3AL[MM €ro JAEATENbHOCTH, peaju3yrolas WH(POPMALMOHHYI0 TEXHOJIOTHIO BBITIOJHEHUS
YCTAHOBJICHHBIX (DYHKIIHH.

AyTeHTH(UKALUS OTHPABUTENS] JAHHBIX — T[IOATBEP)KACHWE TOTO, YTO OTIPABUTEIb
MOJIYYE€HHBIX TAHHBIX COOTBETCTBYET 3a5BJICHHOMY.

Be3onacHOCTh MepCOHANBHBIX JAHHBIX — COCTOSIHHE 3AIIHMIIEHHOCTH MEPCOHAJBHBIX TaHHBIX,
XapakTepu3yeMoe CHoCOOHOCTBIO IOJIb30BATENeH, TEXHUYECKHX CpPEACTB M HMH(OPMALOHHBIX
TEXHOJIOTUH 00eCeYnTh KOH(PUACHIIHAIBHOCTD, IEJIOCTHOCTh U JOCTYITHOCTh MEPCOHAIBHBIX JaHHBIX
npu ux o0paboTke B MHPOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX.

Buomerpuueckne mnepcoHAJbHBbIE  JAAHHBIE —  CBEICHHS, KOTOPBIE  XapaKTEPHU3YIOT
¢dusnonornyeckue OCOOEHHOCTH YeJNOBEKAa U HAa OCHOBE KOTOPBIX MOJKHO YCTaHOBUTH €r0 JINYHOCTb,
BKIIO4ast (pororpaduy, OTIEUATKH MajiblieB, 00pa3 CeT4aTKHU IJla3a, OCOOEHHOCTU CTPOEHMs Tela U
APYTYIO MOA0OHYI0 HHPOPMALHUIO.

BnokupoBaHue mepcoHANBHBIX JAHHBIX — BPEMEHHOE NpeKpalieHne cOopa, CHCTeMaTH3aluy,
HAKOTUICHHSI, HCTIOJIb30BAHUSI, PACIIPOCTPAHEHHSI, IEPCOHAIBHBIX TaHHBIX, B TOM YHCJIE UX IEePEeNavH.

Bupyc (xkoMIbIOTepHBIH, TNPOrpaMMHBIN)— HCIHOJHAEMBIII NPOrpaMMHBI KOJ  WIJIH
UHTEPIPETHUPYEMbIi  HAOOp  HMHCTPYKOMH, oOnamaromuil  CBOMCTBAMHM  HECAHKIMOHHWPOBAHHOTO
pacripocTpaHeHust 1 camoBocnpon3BeneHus. Co3manHble AyOIMKaThl KOMITBIOTEPHOTO BHpyCca HE BCErna
COBMAJAIOT C OPHIHHAJIOM, HO COXPAHSIOT CIIOCOOHOCTh K JajbHEHIIeMy paclpOCTPAaHEHUIO WU
CaMOBOCIPOU3BENECHUIO.

BpenonocHas  mporpamMma —  mporpaMma, — NIpeAHAa3HA4YeHHAs U1 OCYIUECTBJICHUS
HECaHKLIMOHMPOBAHHOIO JOCTyNa M (WMJM) BO3MEHCTBHS HAa TMEPCOHAJbHbIE MAHHBIE WM PECYPCHI
UH(POPMALIMOHHON CHCTEMBI MTEPCOHANIBHBIX JAHHBIX.

BcnoMorareibHbIe TEXHHYECKHE CPEICTBA H CHCTEMbI — TEXHUUYECKHE CPEICTBA U CUCTEMBI, He
npeaHa3HaYeHHbIe Ul nepenaydd, oOpaboTKM M XpaHEHHs NMEePCOHANBHBIX TAHHBIX, YCTAHABIUBACMbIE
COBMECTHO C TEXHHYECKUMH CpPEACTBAMH U CHCTEMaMH, TMpeJHa3HauYeHHbBIMH 151 00paboTku
NEPCOHANBHBIX JAHHBIX WJIH B TIOMEIICHUSX, B KOTOPBIX YCTAHOBJIEHBI WH(MOPMAIMOHHBIE CHCTEMBI
NEPCOHAIIBbHBIX TAHHBIX.

JlocTyn B ONEPAILHOHHYIO cpedy KOMNbIOTepa (MHGOPMALMOHHONI CHCTEMbI NMEPCOHANBHBIX
AAHHBIX) — TIOJyUY€HHE BO3MOKHOCTH 3aITyCKa Ha BBITIOJHEHHE INTATHBIX KOMaH[, (PyHKIUH, mpouenyp
OTIEPALIMOHHON CHUCTeMBbI (YHUYTOXXEHHs, KOMUPOBAHUS, NIEPEMEINEHHUs] U T.IL.), HCIOJHSIeMbIX (HaiiioB
MPUKJIAHBIX TPOTPAMM.

JlocTyn K HH(OPMALMH — BO3MOYKHOCTb MOJTYYEHUSI HHPOPMALIUU U €€ UCTIOIb30BAHMSI.

3aknanoyHoe YCTPOWCTBO — 3JIEMEHT CpPEACTBAa CheMa HH(OPMALMHU, CKPBITHO BHEAPSIEMBIN
(3akagpiBaeMblii MM BHOCHUMBIH) B MeCTa BO3MOJKHOIO cheMa HH(popManuu (B TOM 4YHCIE B
OTpaXXI€HUE, KOHCTPYKLIUIO, 00OPYIOBaHHUE, MTPEIMETH HHTEPbEPa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUYECKHE CPEACTBA U CHCTEMbI 00pabOTKH HHPOPMALIUH).

3ammmaemass uHopmanus — uHpOpPMaUMs, SBISAIOLIASICA NPEIMETOM COOCTBEHHOCTH W
NoJyIeXKAIasl 3alUTe B COOTBETCTBUU C TPEeOOBAHUSIMH IPABOBBIX NOKYMEHTOB WM TPeOOBAHHUSIMH,

yCTaHABJIMBAEMbIMH COOCTBEHHUKOM MH(OPMALIUHL.



NnenTtuduxanuss — npucBoeHne cyObekTaM W OOBEKTaM JocTyna uaeHtudukaropa u (M)
CpaBHEHHE MPEIbSIBIIEMOrO HACHTU(PHUKATOPA C IEPEUHEM MPUCBOCHHBIX UACHTU(UKATOPOB.

NupopMaTHBHBIH CUTHAJN — 3JIGKTPUYECKHE CHTHANBL, aKyCTHUYECKHE, 3JIEKTPOMAarHUTHBIE H
apyrue (U3NUecKHe IoJisA, MO TMapaMeTpaM KOTOPbIX MOJKET ObITh pPacKpbiTa KOH(UIACHLHAIbHAS
uHpopmauus (TepcoHaNbHbIe AaHHBIE) oOpabaThiBaeMasi B WH(POPMALMOHHON CHCTEME NEepPCOHAIBbHBIX
TaHHBIX.

Nudopmannonnas cucrema nepcoHaabHbIX JaHHbIX (MCII/IH) — nHpOopManmoHHas cucTeMa,
NPEACTABISIOIAs COOOH COBOKYITHOCTh NMEPCOHANBHBIX TAaHHBIX, COAEPIKALTNXCS B 0a3€ TaHHBIX, a TAKKE
UH(POPMALIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX CPEICTB, MO3BOJISIOMINX OCYIIECTBIATh 00pabOTKY TaKHX
NEePCOHANBHBIX JAHHBIX C HCIIOJIb30BAHHEM CPEICTB aBTOMATH3ALMH WM 0€3 HCIHOJIb30BAHUS TAKUX
CPEeACTB.

HNupopMannoHHBIE TEXHOJOTHMH — TMPOLIECCHI, METOABI MOUCKA, cOOpa, XpaHeHus, oOpaboTky,
NPEIOCTABJICHUS, PACIPOCTPAHEHHsT WH(POPMAIMUA U CIOCOOBI OCYINECTBJICHHS TAaKHX IPOLECCOB U
METOJIOB.

Hcnonb3oBaHne nepcoOHANBHBIX JAHHBIX — EHCTBHA (OTEpaliiy) ¢ MEPCOHATBHBIMH TaHHBIMH,
COBEpIIAEMBIE OINEPAaTOPOM B LENAX MPUHATUS PELIEHUH WM COBEPIICHUS HWHBIX JEHCTBUM,
MOPOXKAAIOIINX FOPUAMUECKUE TIOCIEICTBHS B OTHOLIEHHH CyObEKTa MEPCOHANBHBIX TAaHHBIX UM IPYyTUX
i iub0 WHBIM 00pa3oM 3aTparMBarOIINX NpaBa U CBOOOABI CyOBEKTa MEPCOHANBHBIX JAHHBIX HWIH
APYTUX JIMLI

Hcrounuk yrpos3sl 0esomacHocTH MHGpopManuu — cyOBEKT JOCTyNA, MaTE€pPHUATBHBIH OOBEKT
Wi GU3NIECKOE SIBJIICHHE, SBJSIFOIINECS MPUYNHON BO3HUKHOBEHUS yrpo3bl 0€30MacHOCTH HH(POPMALIUH.

KonTpoaupyemasi 30Ha — IpoCTpaHCTBO (TEPPUTOPUS, 3IaHHE, YACTh 3[aHUS, TMOMEIIEHHE), B
KOTOPOM HCKJIFOUEHO HEKOHTpPOJIMpyeMoe MpeOblBaHHEe MOCTOPOHHUX JIUIL, & TAaKXKE TPAHCIOPTHBIX,
TEXHUYECKUX M UHBIX MaTE€PUATBHBIX CPEACTB.

KonpuaeHunaibsHOCTh NEPCOHANBHBIX JAHHBIX — 0053aTENIbHOE [T COOJIOIEHHS OTEePaTOPOM
WIA WHBIM TIOJNyYUBIIMM JOCTYNl K IEPCOHAJIBHBIM [aHHBIM JIMLIOM TpeOOBaHHE HE JOMyCKAaTh HX
pacripocTpaHeHne 0Oe3 coryiacusi CyObeKTa MEepPCOHAJBHBIX MNAHHBIX MM HAJIWYHMA HHOTO 3aKOHHOTO
OCHOBAHMSI.

Me:kceTeBoH IKPaH — JIOKAIbHOE (OTHOKOMIIOHEHTHOE) WIN (PYHKIIMOHAJIBHO-PACTIPEIEICHHOE
nporpaMMHoOe  (TIpOrpaMMHO-AMMapaTHOE) CPEACTBO  (KOMILUIEKC), pealu3yrollee KOHTPOJb 32
uHpopMauuel, mnocTynamomed B WHPOPMALMOHHYIO CHCTEMY MEPCOHANBHBIX MAAaHHBIX U (WJIH)
BBIXOJAIIEH 13 HHPOPMAITMOHHON CHCTEMBI.

Hapymmureanr 06e30nacHOCTH NePCOHAJBHBIX AAHHBIX — (PU3NYECKOE JUIO, CIy4alHO WM
NPEeIHAMEPEHHO COBEpIIAIOINee NEHCTBHA, CIEICTBHEM KOTOPBIX SIBJISIETCSl HAapyILIEHHE Oe301acHOCTH
NEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe TEXHHMYECKUMH CPEACTBAMHU B MH(POPMALMIOHHBIX CHCTEMAax
NePCOHAIBHBIX TAHHBIX.

HeaBTomaTu3upoBaHHAsE 00pa00TKA MEPCOHAJIBHBIX JAHHBIX — 00padoTKa MepCOHANBHBIX
IAaHHBIX, COZEPKAIIUXCA B MH(POPMALMOHHON CHCTEME MEPCOHAIBHBIX JAHHBIX JIMOO W3BJIEUEHHBIX U3
TAKOH CHCTEMBI, CUMTAETCS OCYIIECTBICHHOH O€3 HCMOJNb30BaHUsI CPEACTB  aBTOMATH3ALMH
(HEaBTOMATHU3UPOBAHHOMN), €CJIM TaKHe NEHCTBUSI C MEPCOHAIbHBIMHM JAHHBIMH, KaK HCIIOJIb30BAHHUE,
YTOYHEHHE, paCIPOCTPAHEHHE, YHUUYTOKEHHE IEPCOHAIBHBIX MAaHHBIX B OTHOIICHWH KaXIOTO U3

CY6T:>6KTOB NEPCOHANIbHBIX JAHHBIX, OCYLICCTBIIAOTCA NIPHU HECNOCPEACTBEHHOM YHaCTHUH YCJIOBCKA.



HenexknapupoBaHHble  BO3MOMXHOCTH —  (YHKIMOHAJBbHBIE  BO3MOXKHOCTH  CPEICTB
BBIUHCJINTENIbHONW TEXHUKH, HE OMMCAHHBIC WIIM HE COOTBETCTBYIOLINE OMMUCAHHBIM B JOKYMEHTALIUH, TIPU
UCTIOJIB30BAHUHU KOTOPBIX BO3MOKHO HapylleHHe KOHPHISHINATbHOCTH, JOCTYITHOCTH WIN LEJIOCTHOCTH
obpabarsiBaeMoii HHPOpMALTHH.

HecaHKUMOHUPOBAHHBIH  J0CTYN (HECAHKLUMOHHPOBAHHBIE JeHCTBHA)— JOCTYIl K
uHpopMaUMK WM JAeHCTBUS ¢ HMHpOpMauMel, HapylIamlqde NpaBuiIa pa3rpaHUYEHUs AOCTyNa C
UCTIOJIb30BAHUEM IITATHBIX CPEACTB, MPEAOCTABIIAEMbIX HHPOPMALMOHHBIMHA CHCTEMAMH TIEPCOHAIBHBIX
TaHHBIX.

Hocurens undopmanuu — (uznueckoe NHLIO WIM MaTePUAIbHBIA OOBEKT, B TOM YHUCIE
¢usnyeckoe moje, B KOTOPOM HHPOPMAIUsl HAXOAUT CBOE OTPAKEHHE B BUAE CHMBOJIOB, 00pa3os,
CHUTHAJIOB, TEXHUYECKHUX PEIIEHUH U MPOLIECCOB, KOJMUYECTBEHHBIX XapaKTEPUCTHK (PU3MUECKUX BEITMUNH.

O0e3iMunBaHHEe MEPCOHAJIBHBIX JAHHBIX — JIEHCTBUS, B PE3yJbTaTe KOTOPBIX HEBO3MOKHO
OTIPENIENTDh MPUHAJIEIKHOCTD IIEPCOHANBHBIX TAaHHBIX KOHKPETHOMY CYOBEKTY IMEePCOHANBHBIX TAHHBIX.

O0pabdoTKa MepPCOHAJBbHBIX AAHHBIX — JEHCTBHA (ONEpany) C MEePCOHANBHBIMU JaHHBIMH,
BKJIFO4ass cOOp, CHUCTEMAaTH3AlMIO, HAKOIUICHHWE, XpaHEHHe, yTOouHeHHe (OOHOBICHHE, H3MEHEHUE),
UCTIOJIB30BAHUE, pacmpocTpaHeHue (B TOM 4HCIEe Tepenady), oOe3nIn4YuBaHHe, OJOKHPOBAHUE,
YHHYTOXKEHHE EPCOHATBHBIX TaHHBIX.

OO0menocTynHbie NepCOHANbHBIE JAHHBIE — IEPCOHANBHBIC TaHHBIE, JOCTYI HEOTPAHUYEHHOTO
Kpyra JiMI K KOTOPBIM MPENOCTAaBJIEH C COrIacusl CyObeKTa NMEPCOHAIBHBIX JAHHBIX WM Ha KOTOPBIE B
COOTBETCTBUM C (epepalbHBIMU 3aKOHAMH HE pacrnpocTpassercss TpeOoBaHHE COOIFOACHUS
KOH(pHUIEHIINATBHOCTH.

Onepatop (MepCOHANBHBIX JAHHBIX) — TOCYAPCTBEHHBIH OpraH, MYHULHIAJIbHBIA OpTraH,
IOpUANYEcKOe WM (PU3HYECKOe JIMILO, OpraHusyromiee u (wim) ocymecTsisiomee o0padoTky
NEPCOHANBPHBIX JAHHBIX, a TAKXKe OINpPENeSIoLINe LeMd W CcoaepikaHne oOpabOTKH MepPCOHAIBbHBIX
TaHHBIX.

TexHnueckue cpeacTtsa MH(OPMALHMOHHOH CHCTEMbl MEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIUHCJINTENIbHONW TEXHUKH, HHYOPMALTHOHHO-BBIYICIUTEIbHBIE KOMIUIEKCHI U CETH, CPEICTBA U CUCTEMBI
nepenauu, npuemMa u oOpadorku IIJIH (cpemcTBa W CHUCTEMBI 3BYKO3AIMUCH, 3BYKOYCUJICHUS,
3BYKOBOCIIPOM3BENEHHSI, II€PErOBOPHBIE W TEJIEBU3MOHHBIE YCTPOWCTBA, CPEACTBA H3TOTOBJICHHUS,
TUPAKUPOBAHHUA TOKYMEHTOB U APyrUe TEXHUUECKHE cpencTBa oOpaloTkM pedeBoH, rpadudeckoi,
BUJEO- U OykBeHHO-UM(POBOM WH(POpPMAIIMU), TPOrPAMMHBIE CpeAcTBa (ONEPALMOHHBIC CHCTEMBI,
CHCTEMBbI ympaBiieHus 0a3aMy MAaHHBIX W T.IL.), CPEACTBA 3aIUThl HMHPOpPMALNH, NPUMEHSEMbIE B
UH(POPMALIMOHHBIX CHCTEMAX.

HepexBaTr (uH(pOpPMALMM) — HENMPABOMEPHOE IMOJydYeHHEe HMH(POPMALMH C HCHOJB30BAHHEM
TEXHUYECKOTO CPEICTBA, OCYIIECTBILIIOIIEro OOHApyKeHHe, mpueM Hu o0paboTKy HH(POPMATHUBHBIX
CUTHAJIOB.

HepconanbHbie naHHble — Mr00as MHPOpPMALMSA, OTHOCAINASACS K HPAMO WAU KOCGEHHO
OTIPENIEIICHHOMY WJIM OTpeAessieMoMy (pU3NIECKOMY JHLY (CYOBEKTY MePCOHANBHBIX TAaHHBIX).
IToGounbIe JJEKTPOMATHHUTHBLIC H3JIYUYEHHSI W HABOAKH — JJICKTPOMATHUTHBIC HU3JTYUCHUA

TEXHUYECKUX CPEeNCTB 00paboTKH 3amumaeMoi HHQOPMAIK, BO3HUKAIOIINE KaK OOOYHOE SIBJICHUE U
BbI3BAHHBIE 3JICKTPUYECKUMH CHUTHAJIAMH, NEHCTBYIOIUMHU B UX 3JIEKTPUYECKHX M MATHUTHBIX LETISAX, &
TAKXKe JIEKTPOMArHUTHBIE HABOAKH 3THUX CHUTHAJIOB HA TOKOIPOBOMSIINE JIMHUM, KOHCTPYKLUH U LEMH

MMUTaHUsA.



MoanTHKA «YUCTOr0 CTOJA» — KOMILUIEKC OPTraHU3AIMOHHBIX MEPONPHUSATUH, KOHTPOJIUPYIOLIUX
OTCYTCTBHE 3aHChIBAHISI HA OYMa)KHBbIE HOCHTENHN KIIFOUeH 1 aTpuOyTOB HocTyna (maposei) u XpaHeHus
ux BOJIM3U OOBEKTOB IOCTYTIA.

Hoab3oBaTens NHPOPMALMOHHONH CHCTEMBI MEPCOHANBHBIX JAHHBIX — JIUIO, YUACTBYIOLIEE B
(YHKIIUOHUPOBAHUN HH(POPMAIMOHHONH CHUCTEMBl MEPCOHAJBHBIX JAHHBIX WM HCHOJB3YIOIIee
pe3yibTaThl ¢ (PyHKIIMOHUPOBAHMSI.

IlpaBuna pa3rpaHu4YeHHsi JOCTYNAa — COBOKYIHOCTb MPAaBWI, PErJIAMEHTHPYIOIIMX TIpaBa
nocrtymna cyObeKTOB OCTyMma K 00BEKTaM JIOCTyIIA.

IIporpammuas 3akyaaka — KO IPOrpaMMBbl, MPETHAMEPEHHO BHECEHHBIH B IPOrPaMMy C LIEJBIO
OCYIIECTBUTb YyTE€YKy, W3MEHHTb, OJIOKUPOBATb, YHUYTOXUThb HHPOPMAIMIO WU YHUYTOXKHTb U
MOIU(UIMPOBATh MpOorpaMMHOe obecneueHre MH(YOPMALMOHHON CHCTEMBI MEPCOHANBHBIX NAHHBIX U
(nn) GIIOKMPOBATH AIMAapaTHBIE CPENCTBA.

IIporpammHoe (MPOrpaMMHO-MATEMATHYECKOEe) BO3JeliCTBHE — HECAHKIIMOHHUPOBAHHOE
BO3ACHCTBUE HA pECypChbl aBTOMATH3MPOBAHHON HH()OPMALIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C
UCTIOJIb30BAHNEM BPEIOHOCHBIX MPOTPAMM.

PackpbiTHe TNEepPCOHANBHBIX AAHHBIX — YMBIIJICHHOE WM  ClydyaliHOe  HapyLIeHHE
KOH(UISHITNATLHOCTH MTePCOHATBHBIX JJAHHBIX.

PacnpocTpaHeHHe TepCOHAJNBHBIX AAHHBIX — JCHCTBUS, HAINpaBlieHHbIE Ha Mepeaady
NEPCOHANBHBIX JAHHBIX OINpPENeNIeHHOMY Kpyry Jum (Tepenadya NepCOHANbHBIX MAaHHBIX) WM Ha
O3HAKOMJICHHE C TIEPCOHAIbHBIMU JAHHBIMU HEOTPAHUYEHHOrO Kpyra JIUI, B TOM YHCciie OOHApOIOBaHUE
NEePCOHANBHBIX JaHHBIX B CPEACTBAX MAaccoBOM HWHpOpMauuu, pasMeuieHne B HH(POPMALMOHHO-
TEJIEKOMMYHHUKALMOHHBIX CETAX WJIM MPEAOCTABJICHHE IOCTYNa K MEPCOHANBHBIM JaHHBIM KaKHUM-JHOO
HUHBIM CITIOCOOOM.

Pecypc ungopmManuoHHOi cHMCTEeMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, MPUKJIATHOIO WU
amnmapaTHoro obecriedeHus: GyHKIHOHUPOBAHUS MHYOPMALMOHHOH CHCTEMBL.

CneunuajibHble KAaTeropuH NEePCOHANBHBIX NAHHBIX — MEPCOHAIBHBIE JAHHBIE, KAaCAIOLINECs
PacoBOM, HAIIMOHAILHOW MPUHAIJIEKHOCTH, TOJUTHYECKUX B3TJISIIOB, PEITUTHO3HBIX WIH (PHIOCOPCKIX
yOeKIeHUH, COCTOSTHUS 3I0OPOBbSI U HHTHUMHOMU KU3HU CYObEKTa MePCOHAIbHBIX TAHHBIX.

CpencTtBa BBIMHCIHTEIBHOH TEXHHMKH — COBOKYITHOCTh MPOTPAMMHBIX W TEXHHYECKHX
3JIEMEHTOB CHUCTEM OOpabOTKHU NAaHHBIX, CIOCOOHBIX ()YHKIIMOHUPOBATH CAMOCTOSITENIbHO HIJIH B COCTaBe
OPYTUX CUCTEM.

Cy0bexkT gocryna (cy0beKT)— JIMLO WM TPOLECC, AEHCTBUS KOTOPOTO PErjaMeHTHPYIOTCS
NpaBUJIAMH Pa3TPAHUYCHUS AOCTYIIA.

TexHUYECKHIT KAHAJI YTeYKH HH(POPMALIUH — COBOKYITHOCTh HOCHUTENsSI MHGOpMaLuu (CpencTaa
obpaboTku), pU3MHUECKON cpenbl pacHpoCTpaHeHUs WH(OOPMATUBHOIO CHUTHANA U CPEICTB, KOTOPBIMH
no0BIBaeTCs 3auuimaemMast HHGOPMAIHsL

TpancrpaHnyHasi mnepeAada NEepPCOHAJNBHBIX JAHHBIX — TI€penada IMEePCOHANBHBIX TaHHBIX
onepaTtopom yepe3 ['ocymapcTBeHHyto rpanuny Poccutickoil @enepauuu opraHy BJACTH MHOCTPAHHOIO
rocyaapcTaa, GU3NIECKOMY WIIH IOPUINIECKOMY JINIY HHOCTPAHHOTO rOCyJapCTBa.



Yrpo3sl $e30MacHOCTH NEePCOHAJBHBIX JAHHBIX — COBOKYITHOCTH YCJIOBUH U (DaKTOPOB,
CO3JAOLIHUX OMNAaCHOCTh HECAHKLMOHUPOBAHHOTO, B TOM YHUCJE CIYy4alHOro, AOCTyNa K MEePCOHAIbHBIM
IAaHHBIM, PE3YJIBTATOM KOTOPOTO MOJXKET CTaTh YHHUYTOXEHHUE, U3MEHEHHE, OJIOKUPOBAHNE, KOTTMPOBAHUE,
pacrnpoCTpaHEeHUE IMEPCOHANbHBIX JAHHBIX, a TaKXX€ HWHBIX HECAHKLMOHHUPOBAHHBIX NEHCTBUH NpU HUX
00paboTke B MHPOPMALIMOHHON CUCTEME TIEPCOHANBHBIX TAHHBIX.

YHuUYTOKeHHE NepPCOHANBHBIX JAHHBIX — JEHCTBUs, B pe3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTAHOBHUTbH COJIEPKAHHE NEPCOHAJBHBIX MAHHBIX B HMH(MOPMALIMOHHOH CHCTEME TMEepPCOHAIbHBIX
JAHHBIX UJIM B pe3yJIbTaTe KOTOPHIX YHUYTOXKAIOTCSA MaTepUaibHble HOCUTENN MIEPCOHAIbHBIX JaHHbIX.

Yr1euka (3amumaemoii) HHPOPMALUHM O TEXHHYECKHM KAHAJAM — HEKOHTPOJIUPYEMOE
pacripocTpaHeHre UHGOPMAIMUA OT HOCHUTEINS 3aluInaeMoil nHpopManuu depe3 GU3NIECKYI0 Cpeay Ao
TEXHUYECKOTO CPE/ICTBA, OCYIIECTBISIFOIIEro NepexBaT HHpopMauuu.

Ysa3BuMocTb — c1aboCTh B CPEACTBAX 3ALTUTHI, KOTOPYIO MOJKHO HCIOJB30BAThH JJIsI HAPYIIECHUS
CHCTEMBI WJIM CoAep Kaleiicss B Hell HHpOpMAIIHH.

HesocTHOCTL HMH(POPMALMH — CIOCOOHOCTh CPEACTBA BBIYHMCIUTEIBHONH TEXHMKH WU
aBTOMATHU3UPOBAHHON CHCTEMBI O0eCreYnBaTh HEM3MEHHOCTh MH(GOPMALMM B YCJIOBHAX CIYYaiHOTO

W/WJTA IPETHAMEPEHHOTO UCKAXKEHUS (Pa3pyIISHHS]).



2 O003Ha4YeHNS U COKPAILCHUS

APM — aBTOoMaTH3MpOBaHHOE padouee MeCTO

UCTI/IH — nadopMaIMOHHAS CUCTEMA MePCOHATBHBIX TAHHBIX

K3 — koHTponmpyemast 30Ha

HCJI — HecaHKIIMOHUPOBAaHHBIHN 1OCTYI

OC — onepamonHasi cuctTema

II/IH — nepcoHaNbHbIE AAHHBIE

I1O — mporpammHOe obecnieueHne

C3H — cpencrsa 3amuThl HHPOPMALUT

C3I1/1H — cucrema (rmoacucTeMa) 3aliThl TEPCOHATBHBIX JAHHBIX
YBII/IH — yrpo3sl 6e30NmacHOCTH MePCOHATBHBIX TAHHBIX



3 BBenenue

Hacrosimas Ilonutnka wHpopMmannonHoit Oe3omacHoctu (manee — Ilommruka) OOmacTHOTO
Ka3eHHOro yupexxaeHus LleHTpa 3anHsTocTH HaceneHust ropoja Kapabama (manee — VYupexaeHus)
SBJIIETCS OPUIHATIBHBIM JOKYMEHTOM.

IMonutnka paspaboTaHa B COOTBETCTBHMH C LESIMH, 3aadyaMH W MPUHLOUIAMH OOeCredeHus
0€30MacHOCTH MePCOHATBHBIX JAHHBIX.

[Monutuka paspadoTana B cOOTBETCTBHU ¢ TpeOosanusMu PenepanbHOrO 3aKOHA OT 27 HIOJS
2006 r. Ne 152-®3 «O mnepconanbHbix aAaHHbIx» U Iloctanosnenus IlpaBurensctBa Poccuiickoit
@Deneparun ot 1 HOsIOpst 2012 1. Ne 1119 «O6 yrBepxneHun TpeOOBaHUHA K 3aIMUTE NEPCOHAIBHBIX
TAaHHBIX TPU UX 00paboTke B MTHYOPMAILIMOHHBIX CUCTEMaX MEPCOHANBHBIX JAHHBIX», HA OCHOBAHHH:

- Ilpukaza @epepanbHOi ChayxkObl MO TEXHUYECKOMY H 3KCHOpTHOMY KoHTpomo (PCTIK
Poccun) ot 18 despans 2013 r. Ne 21 «O0 yreepxknenun CoctaBa ¥ COAEPIKaHMS OPraHU3ALUOHHBIX U
TEXHUYECKUX Mep IO O0ecredeHu0 Oe30TMacHOCTH MEePCOHAJBbHBIX MAHHBIX INPU UX 00paboTke B

I/IH(I)OpMaLII/IOHHbIX CUCTEMAX MEPCOHAJBHBIX JAHHBIXY,

- «TUnoBbIX TpeOOBAHMIA O OPraHU3ALNN U 00eCTIeYeHNI0 (PYHKIMOHUPOBAHUS IIH(PPOBATBHBIX
(xpunitorpaduyeckux) CpeACTB, MNPEeIHA3HAUYEHHBIX ISl 3aIUThl HMHGOpPMAIMH, HE COAepKaIlen
CBEICHUH, COCTaBISIOIINX TOCYJApCTBEHHYIO TaiHY B CJIydae MX HCIOJNB30BaHUS ISl OOecredeHus
0€30IMacHOCTH MEePCOHANBHBIX TAHHBIX MPH UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX
IAaHHBIXY, YTBEPKACHHBIX pykoBoacTBoM 8 Llentpa @CB Poccrnu 21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeboBanusi k mnepcoHany HMCII/IH, cTeneHb OTBETCTBEHHOCTH
NepCOHala, CTPYKTypa U HEOOXOIUMBIH YPOBEHb 3aIIUIIEHHOCTH, CTAaTyC U TOJDKHOCTHBIE 00S3aHHOCTH
COTPYOHHUKOB, OTBETCTBEHHBIX 3a oOecrmedeHne Oe30MacHOCTH MepcoHadbHbIX naHHbX B HCIIH
YupexaeHus.
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4 O0nIue MoJI0KeHud

Lenbto Hacrosimeit Ilonutuku siBisgercs obecrnedyeHre O€30MacHOCTH OOBEKTOB  3alllUThl
VYupexxneHuss OT BCEX BHAOB yrpo3, BHEIIHUX M BHYTPEHHHUX, YMBIILICHHBIX U HENPEAHAMEPEHHBIX,
MUHUMU3ALUsA yiiepOa oT BO3MOXKHOHU peanu3anuu yrpo3 6esomacuoctu [11x (YBITH).

be3onacHOCTE NepCcOHANBHBIX JAHHBIX JOCTUTAETCs MyTeM UCKIIFOUEeHHs] HECAHKLIMOHUPOBAHHOTO,
B TOM YHCJI€ CIy4alfHOTO, AOCTYNa K MEePCOHAJIbHBIM IaHHBIM, PE3yJbTaTOM KOTOPOIO MOXKET CTaThb
YHHUYTOXKEHHE, U3MEHEHHe, OJIOKUPOBaHHUE, KOMMMPOBAHUE, PACTIPOCTPAHEHNE MEPCOHAIBHBIX JaHHBIX, a
TaK>K€ MHBIX HECAHKLIMOHUPOBAHHBIX TEHCTBUI.

WUndopmaruss u cBsi3aHHBIE C HEH peCypchl TOJDKHBI OBITH JOCTYIHBI JJIsl aBTOPU30OBAHHBIX
noJib30Bartesel. JJoJKHO OCYIIeCTBISTECS CBOEBPEMEHHOE OOHapykeHue u pearnpoanne Ha YBIT/IH.

JIOJI’KHO OCYILECTBIATHCA MPENOTBpALlleHUE NMPeJHAMEPEHHBIX WM CIYYaiHbIX, YACTUUHBIX WJIH
MOJIHBIX HECAHKI[MOHUPOBAHHBIX MOAU(PUKALNN WM YHUITOKEHHUS TaAHHBIX.

CocraB 00BEKTOB 3aIIUTHI peAcTaBieH B [lepeuHe mepCcoOHATbHBIX TaHHBIX, 00padaThIBAEMbIX B
HNCTIH.
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5 O6macTn neiicTBUA

TpeboBanust nHactosiued lIONUTHKKM PACTIPOCTPAHSIIOTCS HA BCEX COTPYAHHMKOB YUPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, pabOTAOIIUX MO KOHTPAKTY M T.IL.), & TAKXKE BCEX MPOYMX JIUL (MOAPSIIUUKH,

ayIOUTOPHI U T.IL.).
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6 CucreMa 3aIIUTHI NEPCOHAJIBHBIX JAHHBIX

Cucrema 3amurbl nepcoHanbHbIX AaHHbIX (C3I1/1H), CTPOUTCS HA OCHOBAHUH:

—Ilepeuns nepconanvueix oannsix, oopadameieaemvix 6 HCI1/[n;

—Mooenu yepo3 6esonacnocmu nepconansueix oanusix npu ux oopadomre ¢ UCI/[n;

—Pykosoosuyux ooxymenmoe OCTIK u OCE Poccuu.

Ha ocHoBaHuM 3THX JOKYMEHTOB OMpeAeNisieTcss HeOOXOMUMBIH ypoBeHb 3ammineHHocTd [1/1H
kaxnoit UCIAu VYupexnenus. Ha ocHOBaHMM aHanmM3a akTyadbHBIX yrpo3 OesomacHoctH I1/1H,
OTHMCAHHOTO B Modenu yepo3, nenaercs 3aKiIFOYeHHe O HEeOOXOAMMOCTU HCIOJIb30BAHMS TEXHUYECKUX
CPEeICTB W OPraHU3aLMOHHBIX MepompuaTui s obecrneueHus: OesomacHoctu I1/lH. BriOpaHHbIC
HEOOXOTUMBbIE MEPOTIPUSITUSL OTPAKAIOTCS B [L1ane meponpusmuii no 3auyime nePpCoHANbHbIX OAHHUYIX.

Hnsa kaxnoit UCIT[IH moymkeH OBITh COCTaBJIEH CIHCOK HCIOJB3yEMbIX TEXHHYECKUX CPEICTB
3aIUTBL, a TaK XK€ MPOrpaMMHOro obecriedeHus1, yuacTyromero B oopadorke I1/1H, Ha Bcex aneMeHTax
HUCTIH:

- APM nonb30BaTene;

- CYBJ;

- KaHaJIbl [Iepeav B CETH OOIIEero Mojib30BaHus U (MJIH) MEXITyHAPOIHOrO 0OOMEHa, €CITU 10 HUM
nepenatorcs [1/{H.

B 3aBucumoctu ot yposus 3amumenHoctu HUCIIJIH u axrtyanbnbix yrpos, C3II[H moxer
BKJIOUATh CJIEAYIOLHE TEXHUUECKUE CPEACTBA:

AQHTUBUPYCHBIE CPEICTBA AJisl padoUell CTAaHINH MMOJIb30BATEIS;

MOJAYJIb JOBEPEHHO 3arpy3Ku;

CpeACTBA MCKCETEBOI'O SKPAHUPOBAHMA,

cpeactBa kpunrtorpadgudyeckod 3amuThl  MHGOPMALUMK, TPU Mepesave  3allUIaeMoi
UH(pOPMALIUY TI0 KaHAJIaM CBSI3H.

Tak ke B CIHCOK IOJKHBI OBITh BKJIFOUEHBI (PYHKIMU 3aIMUTHI, OOECIIEYMBAECMBIE IITATHBIMH
cpeacrBamu oOpabotku I1/IH onepaumonnsiMu cucremamu (OC), npuxnagasM 1O U crenuambHBIMU
KOMIUIEKCAMH, PEATM3YIOIIUMHU CpeacTBa 3auThl. CIIMCOK (PYHKIMA 3aLTUTh MOJKET BKJIIOUATh:

- YIPaBJICHHUE U PA3TPaHUYCHHE NOCTYIIA NOJIL30BATENEH,

- PErHCTPaLUIO U yUeT NeHCTBH ¢ nHpOopMaLnel;,

- o0ecrneunBaTh HENOCTHOCTb JaHHBIX;

- TIPOU3BOIUTH OOHAPYIKEHUS] BTOPKEHHIH.

Crnucok HCMONB3YEMBIX TEXHUYECKUX CPEINCTB OTpa)kaeTcst B 1exwuyeckom HAacnopme
ungpopmayuonnoii - cucmemsr  nepconansvhuix  Oanuelx. CIHUCOK HCIOJNB3YEMBIX CPEACTB AOJDKEH
MOANEPKUBATHCS B AKTyaJIbHOM COCTOSIHUM. [Ipy n3aMeHeHun coctaBa TEXHUUECKUX CPEACTB 3alUThI UIH
snemeHnToB UCII/IH, COOTBETCTBYIOIINE H3MEHEHUS TOJIKHBI ObITh BHECEHBI B Te€XHUYECKUH MacropT U

yTBEPIKIEHBl PYKOBOIUTENEM YUPEKACHUS WIIN JIUIIOM, OTBETCTBEHHBIM 3a odecrieueHne 0e30MacHOCTH
I11n.
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7 TpeooBanus k noacucremam C3I1/1n

C3I1/1n BrrOHaET B cebsl CIEAYIONINE MEPHI:
— uaeHTU(UKALUSA U ayTeHTH(PUKAIUS CYOBEKTOB AOCTyIA U OOBEKTOB IOCTYIIA,
— yIpaBJIeHHE JOCTYIOM CyOBEKTOB JOCTYIA K OOBEKTaM JIOCTYIIA;

— 3aIKTa MAIIMHHBIX HOCUTENeH HHQOPMALINH, Ha KOTOPBIX XpaHITcsa U (nin) oOpadaTeIBaIOTCS

NEPCOHAJIbHBIC JAHHBIC (nanee - MAlIMHHBIC HOCUTEIN MEPCOHATIBHBIX I[aHHbIX);
— perucTparus coObITHIH 0€30MaCHOCTH;
— aQHTHBUPYCHasl 3aI1Ta;
— KOHTPOJIb (aHAJN3) 3AIHUIIEHHOCTH NMEPCOHANTBHBIX TaHHBIX;
— 3aluTa TEXHUYICCKUX CPECACTB,
— 3amura HHPOPMAIIMOHHOM CUCTEMBI, €€ CPENCTB, CUCTEM CBSI3H U TMIePeNavn JaHHbIX,

— ympasyieHHe KOHUrypanuei HHPOPMALUOHHONH CUCTEMbI M CHCTEMBI 3aIUThI IEPCOHATBHBIX

NAHHBIX.

oncucremsr C3I1/1H nMeIOT pa3nuyHbIi (YHKIHMOHAI B 3aBUCUMOCTH OT YPOBHSI 3AIUIIEHHOCTH
UCIIH, ompeneneHHOrO B Akme onpeoenenus YpoGHsA 3QujuiyeHHOCIU NePCOHANIbHBIX OaHHBIX 6
HCIn.

7.1 UpenTudukauus v ayreHTUPUKaLMS Cy0beKTOB A0CTyNa U 00bEeKTOB 10CTyMNAa

Meps! 0 uaeHTHPUKAINT U ayTeHTU(PUKANN CyOBEKTOB TOCTyINa U OOBEKTOB MOCTYIA TOJIKHBI
obecrieunBaTh NPUCBOCHUE CYOBbEKTaM U 0OBbEKTaM AOCTyINa YHUKAJIBHOTO MpH3HaKa (MaeHTU(UKATOpa),
CpaBHEHHE TIPeABSBIsIEMOro CyObekToM (00BEKTOM) JOCTyma HASHTH(UKATOpA C MepedHeM
NPUCBOCHHBIX HUACHTU(HUKATOPOB, a TAKXKe MPOBEPKY MPHUHAIIEKHOCTH CyOBeKTy (0OBEKTY) mocTyma
NPEIbBICHHOTO UM UACHTU(HUKATOPA (TIOATBEPIKACHNE TIOUTHHHOCTH).

7.2 YnpaBJieHue 10CTYNOM cy0beKTOB 0CTyNa K 00beKTaM J0CTyna

Mepbl 1O YIPaBIEHHIO AOCTYNIOM CYOBEKTOB JHOCTyma K OOBEKTaM JOCTyNa JOJDKHBI
obecrieunBaTh yIpaBJieHHE MpaBaMU W MPHUBWIETHAMU CyOBEKTOB OCTYIA, pa3rpaHUYEHHE OCTyIa
CyOBEKTOB AOCTyna K 0OBEKTaM JOCTYIa HA OCHOBE COBOKYITHOCTH YCTAHOBJIEHHBIX B HH()OPMAITMOHHON
CHCTEME MpPaBWJI Pa3TPaHUYEHHUS NOCTyIa, a TakXke O0eCreuynMBaTh KOHTPOJb 3a COOJIONEHHEM 3THX

MpaBUIL
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7.3 3ammTa MalIMHHBIX HocuTeseil MHpopMauMu, HA KOTOPLIX XpaHATCS M (WJIM)

00pabaTbIBAIOTCSI MEPCOHA/IbHbIE JAHHbIE

Mepbl 1O 3amuTe MALIMHHBIX HOCUTENIEH TMEepPCOHAJBbHBIX JaHHBIX (cpeacTtB obOpaboTku
(XpaHeHMsI) MEPCOHATBHBIX JAHHBIX, CHEMHBIX MALITUHHBIX HOCHUTEJEH MePCOHAIBHBIX NAHHBIX) TOJDKHBI
UCKJTFOYATh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MAIIMHHBIM HOCUTEJISIM M XPAHSIINMCS Ha
HUX TEPCOHANBHBIM HAaHHBIM, & TaKXXe€ HECAHKIIMOHMPOBAHHOE HCIIOJB30BAHHE CHEMHBIX MALTHHHBIX

HOCHUTEJIeH NEPCOHAJIbHBIX TaHHBIX.

7.4 Peructpauusi coObITHI 0€30MacHOCTH

Mepbl o peructparui coObITHi 0€30IacCHOCTH AOJDKHBI 0OecrieunBaTh cOOp, 3amuch, XPaHEHHE
U 3aHTy UHPOPMALIUH O COOBITUAX O0€30MacHOCTU B HH(GOPMALMOHHON CUCTEME, a TAK)KE BO3MOJKHOCTD
POCMOTPa U aHAIU3a HHPOPMALIMU O TAKUX COOBITHSIX U pearnpoBaHUe HA HUX.

7.5 AHTUBHPYCHAas 3a1UTA

Mepbl MO aHTHBHPYCHOW 3allNTE AOJDKHBI OOecreduBaTh OOHapy)XeHHE B WH(POPMALIMOHHOM
CHCTEMe KOMITBIOTEPHBIX NMPOTrpaMM JHOO MHOW KOMIBIOTEPHOH MH(POPMALIUH, NMpeTHa3HAUYEHHOU st
HECAaHKLIMOHMPOBAHHOTO YHHUTOXKEHUS, OJNIOKUPOBaHMS, MOAU(PUKALINHN, KOTMHPOBAHUS KOMITBIOTEPHON
uHpOpMALMK WM HEUTpamu3aly CPEeACTB 3aluThl HHPOPMAIMM, a TakXKe pearupoBaHUE Ha
oOHapyXeHHe 3THX MPOrpaMM U HHGOPMALIHH.

7.6 KoHTpoJib (aHAIM3) 3a1HUILEHHOCTH MEePCOHAIbHBIX JAHHbIX

Mepbl IO KOHTPOJIIO (aHATU3Y) 3alIUIEHHOCTH MEePCOHAIBHBIX AaHHBIX JOJDKHBI 00eCreunBaTh
KOHTPOJIb YPOBHS 3aIIUINEHHOCTH MEPCOHAJBHBIX HaHHBIX, 00padaThiBaeMbIX B WH(POPMAIOHHON
cUCTeMe, IyTeM MPOBENEHUS CUCTEMAaTUYECKMX MEPONPUATHA MO AaHAINW3Y 3aL[UIIEHHOCTH
UH(POPMALIMOHHON CHUCTEMBbI U TECTUPOBAHHIO PabOTOCHOCOOHOCTH CHCTEMBI 3aIIUThl MEPCOHAIBHBIX

JaHHBIX.
7.7 3amuTa TeXHMYEeCKUX CpPeCTB

Mepr Mo 3aUTE TCXHUYCCKUX CPEACTB HOJIXKHbI UCKIIHOYATDh HecaHKI_IPIOHI/IpOBaHHbeI AOCTYII K
CTallUOHAPHBIM TEXHUYCCKUM CPECACTBAM, O6pa6aTbIBaI-OH_II/IM NEPCOHANIBHBIE HAaHHBIC, CPEACTBAM,
O6eCHeLII/IBaI-OH_II/IM (I)YHKLII/IOHI/IpOBaHI/Ie PIH(I)OpMaLIPIOHHOfI CUCTEMBI, U B MOMCECIICHUA, B KOTOPBIX OHU
MOCTOSAHHO PACHOJIOKCHDBI, 3alMUTY TEXHHUYCCKUX CPCACTB OT BHCIIHUX BOSI[efICTBHfI, a TAKXKE 3alUTy
NEPCOHAJIbBHBIX HOAaHHBIX, MNPCACTABJICHHBIX B BUIC I/IH(I)OpMaTI/IBHbIX SJCKTPUYCCKUX CUTHAJIOB U

bu3nIecKuX moyeH.
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7.8 3ammTa MHPOPMALMOHHOII CHCTEMbl, ee CpeaCcTB, CHUCTEM CBSI3M M Mepeaayuu
JAAHHBIX

Mepsb! 1o 3ammure UHPOPMALIMOHHONH CHUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U M IEpenavyd JaHHBIX
IOJDKHBI 00€CreunBaTh 3aIIUTy MEPCOHANBHBIX [AaHHBIX MNPH B3aUMOICHCTBUH HH(OPMALIMOHHON
CHCTEMBI MJIM €€ OTIENIbHBIX CErMEHTOB C MHBIMH WH(pOPMALIMOHHBIMH CUCTEMaMHU M HH(POPMAIIOHHO-
TEJIEKOMMYHUKALIHOHHBIMA CETSIMA  TMOCPEICTBOM TNPHUMEHEHUS apXUTEKTYpbl HH(POPMALMOHHOM
CHUCTEMBbl W TPOEKTHBIX PELISHHH, HAMpaBlIEeHHBIX Ha obecneueHne O€30MacHOCTH NEepPCOHAIBHBIX
JAHHBIX.

7.9 YnpasJjenne xkoHpurypauueid MHPOPMALMOHHON CUCTEMbI U CHCTEMbI 3aLIUTHI
MePCOHAJbHBIX JAaHHBIX

Mepbl 1O ympaBlieHUIO KoH(Uryparueii WHPOPMALMOHHOW CHUCTEMBI U CHUCTEMBI 3alUTHI
MEPCOHANBHBIX ~ JAHHBIX JOJDKHBI  OOeCreuuBaTh  yNpaBieHHE W3MEHEHHSIMH KOH(UTYpaIuu
WH(POPMALIMOHHONW CHCTEMBI M CHUCTEMBI 3alUThl MEPCOHANBHBIX NAHHBIX, AHAJIU3 MOTEHIHAIBLHOTO
BO3/ICHCTBUS TUTAHUPYEMBIX U3MEHEHUI Ha obecrieueHne 0e30MacHOCTH MePCOHABbHBIX TAHHBIX, a TAKXKe
JOKYMEHTHUPOBAHHUE 3TUX U3MEHEHUI.
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8 IHoaws3oBareau UCI/An

B UCIIAH YupexneHus MOXHO BBIJEIUTD CIEAYIOLINe TPYIIIbI OJb30BaTeNeH, yHaCTBYIOIIUX B
obpabotke u xpanernu [1/1H:

- OtBercTBEHHBIN 32 0becneueHne Oe30TTaCHOCTH MTEPCOHANBHBIX JAHHBIX;

- Oneparop APM.

PaspemmurenbHas cucrema nocTyma mnoJsib3oBateneil k uHpopmarmoHHBIM pecypcam MCI1IH
odopmisiercs B Buae Mampuyst Oocmyna compyoHUuKko8 K 3auuijaemviM HePCOHANbHBIM OAHHbBIM,
COOEPACAUWUMCSL 6 UHDOPMAYUOHHOT cUcmeMe NePCOHANbHBIX OAHHBIX, YTBEPKNAAEMOH PYKOBOAUTENEM
YupexxaeHus, U pealusyercs C MNOMOIUBK CPEACTB 3aIUUThl OT HECAHKLHMOHUPOBAHHOIO MAOCTYyNA.
Marpuna noctyna AOJDKHA OTPakaTh IMOJHOMOYMS IOJB30BaTENIed IO BBINOJHEHUI) KOHKPETHBIX
OeWcTBUH B OTHOIIEHWH UHpopMaunoHHelx pecypcoB HMCIIJIH (urenume, 3ammch, MOaUQUKaIMA,
nepenaya).

8.1 OTBercTBeHHbIIl 32 00ecnieyeHHue 6€30MACHOCTH MEPCOHAJIbHBIX JAHHBIX

OtBercTBeHHBIH 32 obecredueHHe O€30MACHOCTH TNEPCOHANBHBIX JaHHBIX — COTPYIHHUK
YupexneHus, OTBETCTBEHHBIN 32 OpraHU3alUI0 padoT Mo 00ecrneYeHn0 Oe30MacHOCTH MEePCOHABHBIX
OaHHBIX TNpH uX 00paboTke B HMHPOPMALMOHHBIX CHCTEMAax IEPCOHANBHBIX HAHHBIX a TakKXKe 3a
HacTpoiiky, BHeapeHne u comnpoBoxkaenne HWCIIJIH, ¢yaxauonuposanne C3I1[IH, BKIFOUas
o0CnyKUBaHUE W HACTPOHKY aJMUHUCTPATUBHOM, CEpBEPHON M KIMEHTCKOUN koMroHeHT. ObecnieunBaer
¢dyHkunoHupoBanue moxacucrembl ynpasierus pocrynoM HCIIJIH ¥ ymonHOMOYEH OCYyLIECTBISTH
NPEIOCTABJICHNE U pasrpaHUUEHUE JOCTyIa KOHeYHOro mnojb3oBatens (Oneparopa APM) k sneMeHTam,
XpaHSAIUM TepCOHaNbHbIe naHHbIe. OTBETCTBEHHBIH 3a obecreueHne Oe30MacHOCTH MEePCOHATBHBIX
TAaHHBIX O0JaaeT CIEAYIOIUM YPOBHEM IOCTYIA U 3HAHHA:

- oOnagaer moysHOW MH(QOPMAIUEH O MepeYHe MEePCOHANBHBIX JAHHBIX U TEXHUYECKUX CPEACTB,
BXOISIIIUX B HHPOPMALIMOHHBIE CUCTEMbI TEPCOHAIBHBIX JAHHBIX;

- oOnagaer moyHON MH(pOpPMaUMell O CIHUCKE JIUL, JOCTYI KOTOPBIX K NMEPCOHAJIBHBIM IaHHBIM,
oOpabaTbiBaeMbIM B HH(POPMALIMOHHBIX CUCTEMAaX, HEOOXOIUM TSI BBITIOJHEHUS CITy>K€OHBIX (TPYIOBBIX)

00s13aHHOCTEH;
- obnamaet nosHOM nHpOpManKeii o Tekymem coctostanu 3anuimennocT UCITJIH Yupexknenus,

- UIMeeT JOCTYIl KO BCEM NPOTrPaMMHBIM U almapaTHbIM cpeacTBaM oOpaboTKH WHpOpPMaLuu U
nanabiM UCTI g,

- UMEET JAOCTYI KO BCEM TEXHUYECKHM cpencrBaM oOpadotku nnpopmarnmu u nanasM UCI/H;,

- IMEET JAOCTYI KO BCEM NMOMELIEHHsM, T BeaeTcss 00padoTKa MepCOHAIbHBIX TaHHBIX.

- o0nagaer mMOJHOM WHpOpPMauMeHd O CUCTEMHOM M MPUKJIAAHOM IPOrPaMMHOM OOecreueHUH
UCII/H;

- oOmagaer noaHOH HHOpPMAaIMeH 0 TeXHNYeCKUX cpencTBax U koHpuryparun UCI1/H;

- UMEET JAOCTYI KO BCEM TEXHUYECKHM cpencrBaM oOpadotku nnpopmanmu u nanasM UCI/H;,
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- oOnagaer mpaBaMu KOHQUIYPUPOBAHUS U aJMUHHUCTPATUBHON HACTPOHKU TEXHIMUECKUX CPEICTB
UCIx;

- UIMEET JOCTYI K CPEACTBAM 3alTUThl HHYOPMALIUN U TMPOTOKOJUPOBAHHUSA U K YaCTH KITFOUEBBIX
snementoB UCTIH;

- HE UMEET MpaB JOCTyna K KOHPHUTYPHPOBAHHUIO TEXHHUUECKUX CPEACTB CETH 32 MCKIOYEHHEM
KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX).

OTtBeTcTBEHHBIH 3a obecneueHne 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX YITOJHOMOYEH:

- peann30BbIBaTh MOJUTUKU Oe3omacHocTH B yacTH Hactpoiiku CK3M, mMexcereBbIX SKPaHOB H
cucreM OOHApy>KEHHsI aTak, B COOTBETCTBHHM C KOTOpPBIMU mojb3oBareib (Omepatop APM) monydaer
BO3MOXKHOCTB padoTtath ¢ snementamu UCII/H;

= OCYHWECTBJIATL ayAUT CPECACTB 3allUThI,

= YCTaHaBJIMBATb AOBCPUTCIIbHBIE OTHOIICHUA CBOEM 3aLLIPILLIeHHOI>'I CETU C CETAMU APYTIUx
VYupexx1eHu.

8.2 Onepatop APM

Omneparop APM — cotpynHuk YupeskaeHus, ocyuiecTsisiromuii oopadorky I1/{n. Obpabotka
II/In BxmrouaeT: Bo3MOXHOCTb mpocMotpa II[IH, BBOn IIJIH B MCIIJIH, xoppextuposka II/IH,
dbopMupoBaHHE CIIPaBOK M OTUETOB MO WH(popmaumu, nojydeHHoidl u3 MCII[H. Onepatop HE mMeer
MIOJTHOMOYHH T yIIpaBJieHHs! moacucteMamu o0padoTku nanubix u C3I1/IH.

Omneparop UCIT/IH obnanaet cieayomuM ypoBHEM TOCTyIA ¥ 3HAHUI:

- o0nmagaer BceMHM HEOOXOOUMBIMH aTpuOyTamMu (HaIpuMep, mHapoJieM), O0eCreunBaIOLTIMHU
OOCTYN K HEKOTOPOMY MOAMHOKeCTBY 11/1H;

- MOXET HCIIOJIb30BaTh KOH(QUACHLUUANbHBIC MaHHbIE, K KOTOPbIM HMEET JOCTYI, IUIs
BBITIOJTHEHUSI CITy)K€OHBIX 00S3aHHOCTEH.
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9 TpeOoBaHus K mepcoHasy no odoecnedeHuo 3amutol I/1n

Bce corpynanku Yupexaenus, sisiroiuecs nospzosarensmu MCII/IH, 10KHBI 4eTKO 3HATh U
CTPOTO BBITIOJIHATH YCTAHOBJICHHBIC MPABIJIa U OOS3aHHOCTH MO JOCTYIMY K 3aLIUINAaeMbIM OOBbEKTaM U
cOOJIFOACHHIO PUHSATOTO pexknma OezonacHocTu [1/1H.

IIpu BCTymneHMM B AOKHOCTD HOBOTO  COTPYOHHKA HEMOCPEIACTBEHHBIH  HadalbHUK
NOJpa3NeNIeHus, B KOTOPOE€ OH MOCTynaer, 00si3aH OpPraHM30BaTh €ro O3HAKOMJICHHE C JOJDKHOCTHOH
UHCTPYKLHEH U HEOOXOIUMBIMU JOKYMEHTAMH, periiaMeHTHPYIOIIUMHU TpeOosanus mo 3amute 11/IH, a
Takke OOydeHHe HaBBIKAM BBINOJHEHHUS NPOLEAYpP, HEOOXOAMMBIX [UIsl CAHKIHOHHUPOBAHHOTO
ucnojp3zoBanust UCIT/IH.

CoTpynHHUK HO/DKEH OBITh O3HAKOMJIEH CO CBeIeHUsIMH Hactosimed I[loNWTHKH, TpUHSATHIX
npoueayp padotsr ¢ snementamu UCITIu u C3I1/1H.

CoTpynHuKH YUpekIeHHs], NCIOJB3YIOLUINEe TEXHHYECKHUE CPEICTBA ayTEHTU(HUKALNH, IOJDKHBI
obecrieunBaTh COXPAHHOCTh MIEHTH(PHKATOPOB (ANEKTPOHHBIX Kirouel) u He nonyckare HCJI x HuM, a
TaKk JkK€ BO3MOXKHOCTb HX YTEpU WIIH HCIOJNb30BaHUS TpeTbuMu Juuamu. llonp3oBaTenu HecyT
NEPCOHAIBHYIO OTBETCTBEHHOCTD 33 COXPAHHOCTh UACHTU(UKATOPOB.

CotpynHuku VYupexIeHus [OJDKHBI ciefoBaTb HMHCTpykuuu Mo opraHusaluy NapojbHON
3aIUTBHL

CotpynHuku VY4pekaeHHs MAOJDKHBI BBITOJNHATE TpeOoBaHWs MHCTPYKLIMHU IOJNB30BATEINS
HUCTI/H.

IIpu pabdore ¢ I1[In B UCII[IH coTpynHuku YupexaeHus o0s3aHbl 00ECIEUUTb OTCYTCTBHE
BO3MOXHOCTH npocMoTpa I1/IH TpeTbumu nuuamu ¢ MoHUTOpOoB APM.

CotpynHukn YupekaeHus JOJDKHbBI ObITh TPOUH(POPMHUPOBAHBI 00 yrpo3ax HAPYIICHUS PeXIMa
6ezomacHocTy II/lH W OTBETCTBEHHOCTH 3a ero HapyimeHue. OHU TOJDKHBI OBITb O3HAKOMIIEHBI C
yTBEP KIEHHON (OpPMabHON MPOUEAypOil HANOXKEHHUsS AUCLUIUIMHAPHBIX B3BICKAHWH Ha COTPYIHHUKOB,
KOTOPBIE HAPYIIWIIN MPUHATHIEC IOJUTHKY U Tipouenypsl 6e3onacHocTu [1/1H.

Corpynauku  o0si3aHbl  Oe3  mpoMemieHuss coodmarb 000 BCeX HAOMIOMAEMbIX WU
noao3puTeNbHbIX ciydasx padorel UCII/IH, Morymux mosjeus 3a coboii yrpossl OesomacHoctu [1/1H, a
TAKXK€ O BBIIBJICHHBIX HMH COOBITHAX, 3aTparmBaromux OezomacHocTe IIJIH, pyKOBOACTBY
NOJIpa3IeNIeHuUs 1 JIMIy, OTBEYAIOIIEMy 32 HEMEIICHHOE pearupoBaHue Ha yrpo3bl Oe3onacHocTH [1/1H.

9.1 MomxHoCTHBIE 00s13aHHOCTH moJsib3oBaTeseit UCIIAn

JomkHocTHBIE 00s13aHHOCTH nosib3oBaTeneit UCIT/IH onucaHbl B CIEAYIOIIUX TOKYMEHTAX:
- HHCTPYKLII/UI OTBETCTBEHHOTO 3a 00ecrnedeHre 0e30IMaCHOCTH NEPCOHANIBbHBIX TaHHBIX]

- Uuctpyxuus nons3oBaresns UCITIH.
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10 OrBercTBeHHOCTH COTPYAHUKOB UCII/{H Yupe:xrnenus

B cootsercTBHU cO cT. 24 ®DenepanbHOro 3akona Poccutickoin @enepanuu ot 27 urons 2006 r.
Nel152-®@3 «O mnepcoHaJbHBIX MAHHBIX» JIMIA, BUHOBHbIE B HAPYIICHUH TPeOOBAHWUH NaHHOTO
@enepadbHOrO 3aKOHA, HECYT MPENyCMOTPEHHYK) 3aKOHOAATeabCTBOM Poccuiickoit ®eneparuu
OTBETCTBEHHOCTb.

HeiicTByromee 3akoHONATENbCTBO P® MO3BOJISIET MPenbsBIATh TpeOOBaHMS MO OOECTIEUEeHUIO
Oe3omacHO paboTeI ¢ 3amuImaeMoil HHpopManuei U IpeayCMaTpPUBAET OTBETCTBEHHOCTD 38 HAPYIICHHE
YCTAHOBJIGHHBIX MPaBHJI 3KcIutyaTarmu OBM u cucreM, HEIpaBOMEPHBIH JOCTYN K MH(POpPMALWH, €Ciu
STH ACHUCTBUS MPUBEIH K YHUUYTOXKEHUIO, OJIOKHPOBAHHIO, MOAM(HUKALNN HHPOPMALTMU UM HAPYIICHUIO
padotsl DBM unmn certeii (crateu 272, 273 n 274 YK P®).

OTtBeTcTBEHHBIN 3a o0ecriedeHne OEe30MacHOCTH MEPCOHANBHBIX JAHHBIX HECET OTBETCTBEHHOCTH
3a BCe JIeHCTBUS, COBEPIICHHbIE OT UMEHH €r0 YUETHBIX 3aM1cell WM CUCTEMHBIX YUETHBIX 3aIncel, eciiu
HE JTOKa3aH (PaKT HECAaHKIIMOHMPOBAHHOTO UCIIOJIB30BAHUS YYETHBIX 3aITHCEH.

IIpu HapymeHusAx coTpyaHuKkamMu YupexaeHus — noapzoBatensmu UCII/IH npasui, cBA3aHHBIX C
6e3onacHocThIO [1]]H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ACHCTBYIOIIUM 3aKOHOATELCTBOM
Poccuiickoi @enepannu.

[IpuBeneHHbIe BhIlIe TPeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alIUTe MH(POPMALUHN TOJLKHBI
ObITh OTpaskeHbI B [10JIOJKEHMSIX O MOPA3AENCHUSAX YUPEKICHUs, OCYIIeCTBISIFOIUX oOpadoTky I1/1H B
UCTI/IH, 1 AOKHOCTHBIX MHCTPYKLUSAX COTPYAHUKOB YUpeKIeHHUs.

Heobxognmo BHectu B IlosokeHUs O MOApa3AENCHUSAX YUPEKICHHs, OCYLIECTBISIOIINX
obpabotky II/In B MCII/IH, cBemeHust 00 OTBETCTBEHHOCTH WX PYKOBOAUTENEH M COTPYIHHKOB 3a
pasriameHne 1 HeCAaHKLIMOHUPOBAHHYIO Monudukanmio (uckaxenue, panpcudurannio) I1/1H, a Taxke 3a
HETPaBOMEPHOE BMEIIATEIBCTBO B MPOLIECCHI UX AaBTOMATH3HMPOBAHHON 00padOTKH.
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11 Cnucoxk MCcnoJib30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMH M METOJUUECKUMH TOKYMEHTaMH, Ha KOTOPBIX Oaszupyercs
HacTtosas [lonutuka, BasSOTCS:

1 ®enepanbnbiii 3akoH Ne 152-@3 ot 27.07.2006 1. «O nmepcoHaTbHBIX JaHHBIX» (nanee — O3
«O mepCcoHANBHBIX TAHHBIX»), YCTAHABJIMBAIOIIUI OCHOBHBIE NMPHUHUMIBI U ycioBus odpadotku I1/1H,
npasa, 00sI3aHHOCTH U OTBETCTBEHHOCTh YUYACTHUKOB OTHOIIECHHUIA, CBSI3aHHBIX ¢ 0OpadoTkoit [T/1H.

2 Tlocranosnenue IlpaBurensctBa P® Ne 1119 or 01.11.2012 r. «OO6 yrBep:kIeHUH
TpeOOBaHMI K 3aIUTE NEPCOHANBHBIX NaHHBIX NpU UX 00padoTke B WH(POPMALMOHHBIX CHUCTEMaX
NEPCOHABbHBIX JAHHBIX).

3  «lonoxenne 00 0COOEHHOCTSIX OOPaOOTKU MEPCOHANBHBIX TAHHBIX, OCYINECTBIsIeMON 0e3
WCIIOJIb30BaHUs CPEACTB aBTOMAaTU3auuw», yreepxkaeHHoe [locranosnenueM Ilpasurensctea PO Ne 687
o1 15.09.2008 .

4  «TpeboBaHusl K MaTepUaNTbHBIM HOCHUTENISIM OMOMETPHYECKHX IEPCOHANBHBIX NaHHBIX MU
TEXHOJIOTUSIM XPaHEHMs] TaKUX [aHHBIX BHE HMH(OPMALMOHHBIX CHUCTEM IIEPCOHAJBHBIX TaHHBIXY,
yreepxkacHHble [locranosnenueM Ilpasurenscrea PO Ne 512 ot 06.07.2008 .

5 HopmaruBHO-METOOMUYECKHE MOKYMEHThl DenepanbHOi CHykObl MO TEXHUYECKOMY U
SKCIEepTHOMY KOHTpoJto Poccuiickoit ®epepaunu (manee - PCTIK Poccum) mo obecrieueHuto
6e3omnacuoctu [1/{x npu ux obpadotke B UCII/H:

5.1 Tlpuka3z PenepanbHOil CnyxkObl MO TEXHHYECKOMY U 3KCHOpTHOMY KOHTposo (DCTIK
Poccun) ot 18 despans 2013 r. Ne 21 «O0 yreep:xknenun CocTtaBa v Coep KaHHsI OPraHU3ALMOHHBIX U
TeXHUYECKUX Mep Mo olecnedeHuro Oe30MacHOCTH MEePCOHANBbHBIX MaHHBIX MpU UX 00paboTke B
UH(POPMALIMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIXY,

5.2 bazoBass mozenb yrpo3 0O€30MacHOCTHM TEPCOHAJBHBIX MAHHBIX TpH UX 00padoTke B
UHPOPMALIMOHHBIX CHCTEMAaX NEepPCOHAJbHBIX HaHHBIX, yTB. 3am. nupekropa PCTIOK Poccuun
15.02.2008r.

5.3 Meronuka ompeneneHus! akTyalbHbIX yrpo3 0e30MacHOCTH NMEPCOHANBHBIX JaHHBIX MPH HX
oOpaboTke B HMH()OPMALMOHHBIX CHUCTEMax MEPCOHANBHBIX AAaHHBIX, yTB. 3aM. mupekropa ®CTIK
Poccun 15.02.2008 r.



